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Who is this guy?

20+ years in Cybersecurity (Finance, Public Administration, Nuclear, others)

7+ years in Rail Cybersecurity (Knorr-Bremse, Siemens Mobility, Cylus)

Teaching cyber at UOC (Open University of Catalonia) and UPC (Polytechnic University of Catalc
Teaching at the CCI (Industrial Cybersecurity Center) Academy

Collaborating at Rail Cybersecurity Working Groups: UITP, UNIFE, IEC63452

Field CISO and Business Development at Cylus

https://www.linkedin.com/in/omarbenjumea/
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Why rail cybersecurity matters?

GRADE OF TRAIN SETTING TRAIN DRIVING AND DOOR OPERATION IN EVENT
AUTOMATION OPERATION IN MOTION STOPPING CLOSURE OF DISRUPTION
GoA1 Automatic Train
Protection
with Driver
== Automatic Tras
GoA 2 Pm«u:.‘
Automatic Train
Operation
with Driver
G
OA 3 Driveriess Train
Operation

GoA 4
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Why rail cybersecurity matters?
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Why rail cybersecurity matters?

Ukrzaliznytsia Faces Complex
Cyberattack Disrupting
Odessa and Dnipro Train
Services

(Z cyLus




Why rail cybersecurity matters?

Vulkan leakage

Reference to a training
program on how to attack rail
systems with scenarios such
as:

Unauthorized track Train speed
switch movements manipulation

Faliures on level
crossing systems
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How rail is different from other OT systems

A facility that can be 1,000Km long and moves at 300 km/h
We need to protect a working museum

If we mess up, things go boom in the real world

It is a “system of systems” built by everyone
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How rail is different from other OT systems
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Government, City Council, etc.. ...

DSB, Metro Service, DB Cargo, .. Banedanmark, Metro Service, ...

Integrators

CAF, ALSTOM, THALES, SIEMENS, ...
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CAF, TALGO, ALSTOM, THALES, SIEMENS, KNORR-BREMSE, WABTEC, SE ...
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What need to be protected




Example of Rail Specific Safety Procotol

Application Layer Protocol

RaSTA

Safety and Retransmissio@
Qedundancy LayeD

UDP

Ethernet

RaSTA: Rail Safe Transport Application
Ensure data Exchange is:

eSafe
*Reliable
*Deterministic

Integrity “ensured” by MD4 hash!!
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Rail Cybersecurity Landscape

Operational
Control and

Proprietary & Confidential. © Cylus 2025 All rights reserved.

Image from CLC/TS 50701:2021
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Unique Challenges of Rolling Stock cybersecurity
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e Distributed network and proprietary protocols C
e Limited train to ground communication

e Limited and inflexible hardware infrastructure

e Wireless communications (Passenger Wi-Fi, Maintenance) can be an access to critical systems
e Lack of segregation between networks of different criticality levels

e Multi-vendor systems, both onboard and trackside

e Unpatched TCMS assets
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TECHSPOT

TRENDING FEATURES REVIEWS THE BEST DOWNLOADS PRODUCT FINDER FORUMS JO8S

SOFTWARE TECH CULTURE OLD SCHOOL WINDOWS 3.9

German railway seeks IT admin to manage
MS-DOS and Windows 3.11 systems

Legacy systems do have their advantages

By Shawn Knight Uy 29, 2024 ot 323 PM I 18 comments
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Operators vs OEMs

OPERATORS PRODUCTS

UE Directive 2022/2555 (NIS2) Regulation 2024/2847 (CRA)

UE Directive 2016/797
(Rail Interoperability)

UE Directive 2016/798 (Rail Safety)
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Conflicts between rail and cyber legislation

Authorization for placing in service from the national safety authority

Vulnerability management / Patch installation
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Viability
* Allcomponents along the supply chain require CE

marking: Redesign or replacement of systems
= COST vs BENEFIT

+ Safety authorities unable to reevaluate ongoing
projects

20/11/2024 APPLY from 11/12/2027
— hY
= Transition }
= period
=
Biddingphase \ Development and
Ep ,-'"l Authorization
|
— | e
| Batch 1 }
[ Batch 2 )
| Batch 3 >
| Batch 4 >
Batch 5

220272727

Batch N >

This Photo by Unknown Author is licensed under CC BY-NC-ND
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https://mappingignorance.org/2013/01/23/the-comfort-of-modern-trains/
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Primary challenges in Securing the Rail tech environment

Traction SCADA
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(z cYLUS

Leading rail transport toward
a cyber-secure future.

Thank you p

cylus.com
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