
Proprietary & Confidential. © Cylus 2025 All rights reserved.Proprietary & Confidential. © Cylus 2025 All rights reserved.Proprietary & Confidential. © Cylus 2025 All rights reserved.Proprietary & Confidential. © Cylus 2025 All rights reserved.Proprietary & Confidential. © Cylus 2025 All rights reserved. © Cylus 2025 All rights reserved.

Digital Transformation and 
Cybersecurity in Rail 

Date Sept. 2025

Omar Benjumea 

Field CISO 



Proprietary & Confidential. © Cylus 2025 All rights reserved.

Who is this guy?

20+ years in Cybersecurity (Finance, Public Administration, Nuclear, others)

7+ years in Rail Cybersecurity (Knorr-Bremse, Siemens Mobility, Cylus)

Teaching cyber at UOC (Open University of Catalonia) and UPC (Polytechnic University of Catalonia)

Teaching at the CCI (Industrial Cybersecurity Center) Academy

Collaborating at Rail Cybersecurity Working Groups: UITP, UNIFE, IEC63452

Field CISO and Business Development at Cylus

https://www.linkedin.com/in/omarbenjumea/

https://www.linkedin.com/in/omarbenjumea/


Proprietary & Confidential. © Cylus 2025 All rights reserved.

Why rail cybersecurity matters?
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How rail is different from other OT systems

● A facility that can be 1,000Km long and moves at 300 km/h

● We need to protect a working museum

● If we mess up, things go boom in the real world

● It is a “system of systems” built by everyone
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What need to be protected in rail



Proprietary & Confidential. © Cylus 2025 All rights reserved.

Example of Rail Specific Safety Procotol

RaSTA: Rail Safe Transport Application

Ensure data Exchange is:

•Safe

•Reliable

•Deterministic

Integrity “ensured” by MD4 hash!!
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Rail Cybersecurity Landscape

Image from CLC/TS 50701:2021
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Unique Challenges of Rolling Stock cybersecurity

● Distributed network and proprietary protocols

● Limited train to ground communication

● Limited and inflexible hardware infrastructure

● Wireless communications (Passenger Wi-Fi, Maintenance) can be an access to critical systems

● Lack of segregation between networks of different criticality levels

● Multi-vendor systems, both onboard and trackside

● Unpatched TCMS assets
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Operators vs OEMs
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Conflicts between rail and cyber legislation
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This Photo by Unknown Author is licensed under CC BY-NC-ND

https://mappingignorance.org/2013/01/23/the-comfort-of-modern-trains/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
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Visibility of 

diverse and 
Interconnected 

Systems

Uninterrupted, 

Real-Time 
Operations

Compliance and 

Standards 
Complexity

Skill and 

Expertise Gaps

Primary challenges in Securing the Rail tech environment
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cylus.com

Thank you

Leading rail transport toward

a cyber-secure future.
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